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Epsilon Breach: Small Businesses Who Get "Hacked"

Must Act — Now

Fernando M. Pinguelo and Bradford W. Muller, Norris, McLaughlin & Marcus, P.A.

If you have a credit card or bank account, then you
may have received an ominous e-mail alert discuss-
ing the data breach that recently occurred at Epsi-
lon, a third-party vendor which provides marketing
services to many companies. Luckily, the stolen in-
formation appears to have been limited to the
names and e-mail addresses of only some custom-
ers. Apparently, no account numbers or other con-
fidential information was compromised. Neverthe-
less, names and e-mail addresses are powerful tools
for certain types of cybercriminals known as "phish-
ers" who use social engineering to target potential
victims and lure them into exposing confidential
financial information.

Users of the Sony Playstation Network may not be
as lucky, as upwards of 10 million credit card ac-
counts may have been accessed by hackers in the
recent network attack. Sony has been criticized for
its response to the incident, and recently put in
place a $1 million identity theft insurance policy to
cover affected gamers.

The danger posed by such data breaches has re-
sulted in the federal government and many states
adopting data breach notification laws. If you oper-
ate a small business, you may not be aware of your
responsibilities under these laws. Further, although
many of the state laws are similar, small business
owners must be aware that if they have customers
in multiple states, they must comply with the data

breach laws of each of those states. This begs the
question: what are your responsibilities if cybercri-
minals hack into your company’s computer system
and steal sensitive customer data?

Legal Requirements

Here are some state law requirements you should
know:

Was customers’ personal information accessed by
an unauthorized person? (In certain states these
data notification laws broadly define the personal
information protected to include that of employees.
Therefore, even data breaches only involving the
personal information of employees may be subject
to the notice provisions of these laws.)

If so, disclosure of the breach must be made to the
customers in the most expedient time possible and
without unreasonable delay. In some instances, dis-
closure to a customer is not required if the business
establishes that misuse of the information is not
reasonably possible.

If you are required to disclose, some states
mandate that in advance of the disclosure to the
customer, the business must report the breach to
law enforcement authorities for investigation or
handling. Similarly, some states require reporting to
the state Attorney General’s Office.
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Finally, the business must notify the individual cus-
tomers affected by the breach. Depending on the
state, such notification may be provided by one of
the following methods: (a) written notice; (b) elec-
tronic notice; or (c) substitute notice if the business
can demonstrate that the cost of providing notice
would exceed certain monetary levels or that the
affected class of customers exceeds certain num-
bers, or the business does not have sufficient con-
tact information. Substitute notice may consist of:
(i) e-mail notice when the customer has an e-mail
address on file; (ii) conspicuous posting of the no-
tice on the Internet web site page of the business;
and (iii) notification to major statewide media.

Also note that despite these specified methods of
notification, for a business that maintains its own
notification procedures as part of an information
security policy, and the policy is otherwise consis-
tent with the requirements of the state law, some
states deem those businesses to be in compliance
with the notification requirements as long as the
business notifies customers in accordance with its
policies. Additionally, in the event of a data breach
involving more than 1,000 persons at one time,
some states provide that the business must notify,
without unreasonable delay, all consumer reporting
agencies of the timing, distribution, and content of
the notices.

Every federal and state notification law has its own
nuances, but the general principles are similar: If
you're hacked, notify your customers.
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